CLAIMS 

Amend the claims as follows. 

1 . (Currently Amended) A system, m e th od comprising: 

a server for storing operating system and hardware configuration updates for routing 

devices; and 

a routing domain containing a plurality of routers each containing an internal routing 
table for identifying routes through a packet switched network, each router operating a routing 
protocol configured to synchronize that router's internal routing table with other tables in the 
routing domain by sending messages according to the protocol wherein the messages propagate 
information about new or changed routes within the routing domain; 

wherein the routing protocol is further configured to time internal routing table 
synchronization according to continuous measurements of communication traffic such that the 
internal routing table synchronization occurs when the measured communication traffic drops 
below a threshold level; 

wherein at least one of the routers in the routing domain is encoded with instructions that, 
if executed, result in: 

storing a default router operating system version and a default router hardware 
configuration of a networked communications d e vic e in a first flash memory unit on said at least 
one router network e d communications device , said default router hardware configuration having 
an associated checksum and an associated timestamp indicating when said default router 
hardware configuration was downloaded received ; 

downloading receiving an updated router operating system version and an updated router 
hardware configuration from the server for said networked communications de v4ee-ever-a 
network, wherein said instructions are further configured to monitor for occurrence of the routing 
table synchronizations and opportunistically initiate said downloading in response to observing 
one of the routing table synchronizations so that said download initiation coincides with timing 
determinations of the routing protocol, and wherein said updated router hardware configuration 
and said updated router operating system version are stored in received int o a second flash 
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memory unit of said at least one router 




by erasing 



and rewriting said second flash memory unit ind e pendently of said first flash mem ef-y-un4t; 

performing a checksum operation on said updated router hardware configuration to verify 
a received copy of said updated router hardware configuration; 

creating a timestamp associated with said updated router hardware configuration to 
indicate when said updated router hardware configuration was downloaded rec e ive d; and 

programming a plurality of programmable logic units on said at least one router 
network ed communication9 -4ev4ee according to said updated router hardware configuration^ 
wherein said programming occurs if said updated router hardware configuration has a correct 
checksum and a more recent associated timestamp than said default router hardware 
configuration, wherein said programmable logic units are coupled with said at least one router 
networked communications device via a removable card, and wherein said removable card is 
removably attached to said at least one router n e tworked communications d e vice ; and 

disposing a CPU and a main memory of the at least one router networked 



least one router networked communications d e vic e are coupled with the at least one router 
n e tworked communications d e vice via the removable card[[.]] ; and 

broadcasting notification of the updated router operating system version and the updated 
router hardware configuration across the routing domain, wherein said broadcast notification 
triggers the routing domain to autonomously synchronize to the new configuration; 

wherein the other routers receiving the broadcast notification are configured to delay 
downloading their configurations from the server, if necessary, so that said downloading by the 
other routers coincides with the routing protocol's timing determinations. 

2. (Cancelled) 

3. (Cancelled) 

4. (Currently Amended) Th e method as r e cite d in Claim 1 , w h^ffl-said-mefeed 
fa rth-er-eomp r ises- :- A method, comprising: 




on the removable card, such that the CPU and the main memory of the at 
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storing a default operating system version and a default hardware configuration of a 
networked communications device in a first flash memory unit on said networked 
communications device, said default hardware configuration having an associated checksum and 
an associated timestamp indicating when said default hardware configuration was received; 

receiving an updated operating system version and an updated hardware configuration for 
said networked communications device over a network, wherein said updated hardware 
configuration and said updated operating system version are received into a second flash 
memory unit of said networked communications device by erasing and rewriting said second 
flash memory unit; 

performing a checksum operation on said updated hardware configuration to verify a 
received copy of said updated hardware configuration; 

creating a timestamp associated with said updated hardware configuration to indicate 
when said updated hardware configuration was received; and 

programming a plurality of programmable logic units on said networked communications 
device according to said updated hardware configuration wherein said programming occurs if 
said updated hardware configuration has a correct checksum and a more recent associated 
timestamp than said default hardware configuration, wherein said programmable logic units are 
coupled with said network communications device via a removable card, and wherein said 
removable card is removably attached to said network communications device; 

disposing a CPU and a main memory of the network communication device on the 
removable card, such that the CPU and the main memory of the network communications device 
are coupled with the network communications device via the removable card; 

collecting information, wherein a component of said networked communications device 
sends a configuration description to a processor of said networked communications device; 

creating said default hardware configuration, wherein said processor creates said default 
hardware configuration using said configuration description; and 

comparing said default hardware configuration with said updated hardware configuration 
and initiating download of said updated hardware configuration upon request of said networked 
communications device based on low network usage. 
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5. (Currently Amended) The method as recited in Claim 4 [[1]], wherein said 
method further comprises verifying security information. 

6. (Currently Amended) The method as recited in Claim 4 [[1]], wherein said 
method further comprises configuring said networked communications device with a schedule 
for initiating said receiving of said updated hardware configuration. 

7. (Cancelled) 

8 . (Currently Amended) A router, network e d communications d e vic e comprising: 
a bus; 

a processor coupled to said bus; 

a memory unit coupled to said bus , the memory unit storing instructions that, if executed 

by the processor, result in: [[;]] 

a proc e ssor coupled to said bus, said proc e ssor ex e cuting a method for updating a 

■ hardware configuration of a n e tworked communications d e vice comprising : 

storing a default router operating system version and a default router h ardware 
configuration of a networked communications d e vice in a first flash memory unit on said 
router net w ork ed communications device , said default router hardware configuration 
having an associated checksum and an associated timestamp indicating when said default 
router hardware configuration was downloaded received ; 

downloading rec e iving an updated routing operating system version and an 
updated routing hardware configuration for said router networked communicati ens- 
device over a network, wherein said instructions are further configured to monitor for 
occurrence of a routing table synchronization controlled by a routing protocol operating 
on the router and opportunistically initiate said downloading in response to observing the 
occurrence of the routing table synchronization, and wherein said updated routing 
hardware configuration and said updated router operating system version are stored in 
reeeived-4iite a second said flash memory unit of said router net worked communication* 
device, said s e cond flash memory unit being erasable and rewritable ind e p e nd e ntly of 
said first flash m e mory unit ; 
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performing a checksum operation on said updated router hardware configuration 
to verify a received copy of said updated router h ardware configuration; 

creating a timestamp associated with said updated router hardware configuration 
to indicate when said updated router hardware configuration was downloaded r e c e i ve d; 
and 

programming a plurality of programmable logic units on said router networked 
communications d e vice according to said updated router hardware configuration, wherein 
said programming occurs if said updated router h ardware configuration has a correct 
checksum and a more recent associated timestamp than said default router hardware 
configuration , wh e rein said programmable logic units are coupl e d with said network 
communications device via a removable card, and wher e in said removable -eard-is 
removably attached to said network communications device ; and 

disposing a CPU and a main memory of the network commun i cation device -en 
the removable card, such that the CPU and the main memory of the n e twork 
communications device ar e coupl e d with th e network communications d e vic e via the 
removable card- 
notifying other routers of the updated router operating system version and the 
updated router hardware configuration, wherein the instructions are further configured to 
opportunistically time sending of the router-to-router notification to coincide with the 
occurrence of the routing table synchronization or the occurrence of a subsequent routing 
table synchronization. 

9. (Cancelled) 

10. (Cancelled) 

1 1 . (Currently Amended) The router n e tworked communications d ev ice as recited in 
Claim 8, wherein said opportunistic download initiation corresponds to a time that the routing 
protocol identifies as being associated with measured network usage dropping below a preset 
threshold said-m ethod further compris e s: 
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eejfee fag information, wherein a compon e nt of said n e 1^ r orked -eeHffiHffiiea#ees-devtee 
se nds a configuration des cription to a proc e ssor of said n e tworked eemgH i Bi ea t teas-devieet 

er- e a ti n g said- de faul^t ardware configuration, wherein said process or cr e at es sa id-default 
h a rd wa r e configuration-usi ng said configuration descripti eni-aad 

eefflpari ng s aid d efa ult hardware configuration with said updated hardwar e configura tion 
andr4nitiafeg-dewnload of said updat ed h ard war e configuration uponH^eq^Hast ^ f-s a i d netw^k-ed 
communicati o ns devic e based on low network usag e. 

1 2. (Currently Amended) The router networked communi c ati ons dev i ee as recited in 
Claim 8, wherein said instructions further result in m e thod further compri s es verifying security 
information. 

13. (Cancelled) 

1 4. (Currently Amended) The router networked communications d e vice as recited in 
Claim 8 [[13]], wherein the instructions further result in said method further comprises 
comparing said default router hardware configuration with said updated router hardware 
configuration. 

15. (Currently Amended) A machine readable medium storing instructions that, if 
executed, result in Logic encoded in on e or mor e tangible media for e x e cution and whe n 
executed operable to : 

storing a default router operating system version and a default router hardware 
configuration of a networked communications device in a first flash memory unit on a router said 
aetw e ri^e d -e emmunications device , said default router hardware configuration having an 
associated checksum and an associated timestamp indicating when said default router hardware 
configuration was downloaded received; 

downloading receiving an updated router operating system version and an updated router 
hardware configuration for said router n e twork e d communications device over a network, 
wherein said instructions are further configured to monitor for the communication of a routing 
table synchronization message using a routing protocol operating on the router and 
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opportunistically initiate said downloading in response to observing the communication of the 
routing table synchronization message, and wherein said updated router hardware configuration 
and said updated router operating system version are stored in r e c e i ve d i nt e said a se cond flash 
memory unit of said router n e tworke d communications d e vice inc l uding by era s i n g andnpewfifeg 
said-seee nd flash mem o ry unit independ e ntly of said first flash mem or y unit; 

performing a checksum operation on said updated router hardware configuration to verify 
a received copy of said updated router hardware configuration; 

creating a timestamp associated with said updated router hardware configuration to 
indicate when said updated router hardware configuration was downloaded r e c eived ; and 

programming a plurality of programmable logic units on said router n e tworked 
commun ications d e vice according to said updated router hardware configuration wherein said 
programming occurs if said updated router hardware configuration has a correct checksum and a 
more recent associated timestamp than said default router hardware configuration, wherein said 
programmable logic units are coupled with said router n e twork communications d e vice via a 
removable card, and wherein said removable card is removably attached to said router network 
communications device; and 

disposing a CPU and a main memory of th e network communication d e vice on the 
removabl e card, such that the CPU and the main memory of th e network communications devic e 
ape- coupled with the n e twork communications device via the removable card . 

16. (Cancelled) 

17. (Cancelled) 

1 8 . (Currently Amended) The machine readable medium legie-efteeded as recited in 
Claim 15, wherein said opportunistic download initiation corresponds to a time that the routing 
protocol identifies as being associated with measured network usage dropping below a preset 
threshold sai4-s teps further comprise: 

eeHeefag4ftfeftfta#e n, wherein a component of said networked co mm^H#eatieas-de¥iee 
sen4s-a-e e n fig u r - a tien des cripti on to a processor of said n e tworked comm ueieatiefts-devieei 
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erea ting said - d e fault hardware configuration, wh e rein said process ep-efeates^sai44efau4t 
hardwar e config ur ation-u sing said configuration description; a nd 

aad-feitiftti ng downlo ad- of said updated hardware configuration upon reque st of said net worked 
communications d e vice based on low n e twork usag e . 

19. (Currently Amended) The machine readable medium l o gic encoded as recited in 
Claim 1 5, wherein the instructions further result in said steps further comp r ise verifying security 
information. 



20. (Currently Amended) The machine readable medium logic encoded as recited in 
Claim 15, wherein the instructions further result in said steps further compris e notifying another 
router of the updates to cause the other router to opportunistically initiate downloading of the 
updates by monitoring for routing table synchronization messages, configuring said n e twork e d 
communications device with a sch e dule for initiating said rec e iving of said updated hardware 
configuration. 



2 1 . (Currently Amended) The machine readable medium logic e ncod e d as recited in 
Claim 15 [[20]], wherein the instructions further result in said steps further comprise comparing 
said default router hardware configuration with said updated router hardware configuration. 



22-26. (Cancelled) 
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